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Abstract

Artificial intelligence has created much impact in so many scientific and engineering fields because of its ease, versatility
and capability to be adopted to suit different applications. Concerns have arisen for online applications which can be
exposed to cyber threats. The various benefits expected to be derived from online application of Artificial intelligence
are so huge that these threats cannot be allowed to form a stumbling block to its utilization. Just like many technologies
that may usually be faced with some initial challenges in its development and applications, priority should be on how
to identify such possible cyber threats and then build up necessary cyber security measures to prevent these threats. It
is in this wisdom that this research is focused to offer solutions that will accelerate its safe applications on closed-loop
control systems environment. Prevention to Al based control loop vulnerability can be achieved by building strong
security controls and zero trust procedures to prevent hackers, intruders, cyber-criminals and blind-cyber wanderers
from penetrating into the system either internally or externally. With such protocols which is possible and achievable
the objective of application of Al in online closed -loop control system is practicable and will improve the efficiency of
the overall system.
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1. Introduction

Artificial Intelligence (AI) is a science concerned with the design of intelligent computer systems, exhibiting the
characteristics associated with intelligence in human behavior [1]. Al is to understand model and implement theories
of intelligence in this functions to design intelligent systems. Artificial intelligence involves developing PC’s solution,
using computing techniques to make decisions [2].

There are other main categories into which artificial intelligence care categorized. These are: expert system, robotics,
fuzzy-logic, neural networks: supervised learning, unsupervised learning, reinforced learning and Hebbian learning,
machine learning, among others.
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Expert System is a computer-based programme created to simulate human judgment. It is a computer programme that
applies artificial intelligence methods to resolve problems in a particular field that calls for human knowledge [3]. Figure
1 shows the components of expert system.

Components
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Figure 1 Components of an Expert system [3]

Robotics is an area that allows repetitive work that should be done by human being to be over taken be robots [3], [4],

[5].

Fuzzy Logic is applied to problems that are partly true, in this case the truth takes a probabilistic outlook, between the
maximum values for it being true and false [6]. Figure 2 is the representation of Boolean and Fuzzy logic.

Boolean logic vs. fuzzy logic
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Figure 2 Figure showing the difference between Boolean logic and Fuzzy logic [6]]

Neural Networks is synonymous with network of neurons that learns and performs tasks independently through the
use of deep learning. It can be-supervised, unsupervised, reinforced, and Hebbian learning.
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In supervised learning case every input that is used to train the network is associated with an output pattern, which is
the desired output [7]. However, in unsupervised Learning, the target output is not presented to the network. No teacher
is available to present the expected pattern [7].

In reinforced learning, the teacher though present, does not present the expected answer but only indicates if the
computed output is correct or incorrect. In Hebbian learning, the learnin is inspired by biology, relying on correlative
weight adjustment.

The neural network may be single layer feed forward, multilayer feed forward or recurrent networks.

Machine Learning allows a computer or machine to process, analyze, and interpret data in order to use that data to solve
problems in the real world.

Artificial intelligence and machine learning are revolutionizing signal processing in control systems. The integration of
Al algorithms enhances the ability of control systems to process and interpret complex signals more efficiently, leading
to smarter automation and predictive maintenance capabilities and applications of signal processing in control systems

[8]. [9].

Al functions through the learning process, where named-information are properly analyzed to learn and extract the
features in the information, so as to make projections into the future.

In a world like ours with emerging technologies like Al and the need to introduce Artificial intelligence into
manufacturing and industrial processes, there is a need to develop and implement specific procedures for data shared
by the control system and the Artificial intelligence. It is crucial to identify the possible attacks that may be prevalent
and also build necessary structures to prevent their incursions into the overall system loop.

The following are the possible vulnerability attacks: cyber-attacks, adversarial attacks, data manipulation and data
poisoning, model thefts, model supply chain attack and surveillance and privacy. There should be proprietary system
to handle sophisticated, targeted and attacks that are difficult to detect. This should be able to discover vulnerabilities,
and prevent phishing campaigns that mimics human behavior capable of bypassing traditional security systems. The
system should be capable to scale adversarial attacks, which are targeted at Al models. They do this by manipulating
data to impede the system into making wrong decisions and producing harmful outputs. They navigate model’s
algorithm by inputting parameters, strings and figures that will produce undesired results. This can adversely affect the
control system module. They can manipulate and poison the training data used for the model by inserting false or
misleading information into the dataset, leading to flawed outcomes. This type of attack targets the foundation of Al
systems-their learning data, corrupting their decision-making capabilities. This is reported to have serious impact on
users of Al models in high-impact fields like healthcare, finance, and automotive [10].

Model theft occurs where attackers are concerned to replicate and steal proprietary Al models. This allows them to
understand and exploit the model’s weaknesses, as well as disable security apparatus and endangering the system.
Extracting an Al model requires obtaining the software or source code via unintended exposure, organizational leakage,
or by penetrating and harvesting information from protected computer systems [10].

Attacks can evolve as ‘model supply chain attacks’ that targets the components involved in the development and
deployment of Al models. By doing this, they compromise the integrity of Al systems by injecting malicious code or data
into third-party libraries, training datasets, or during the model transfer process [10]. This can open ways for security
breaches, including unauthorized access to sensitive information or manipulation of model behavior. The system should
be able to prevent surveillance and privacy concerns relating to the potential misuse of Al technology to monitor
individuals or processes without their approval. Al systems, particularly those involving facial recognition and data
analytics, are prone to such attacks be raising ethical and legal issues. The problem is compounded by the risk that data
collected by Al may fall into the hands of cybercriminals or hostile state actors or destroyers capable of sabotaging a
given system, organization or process [10].

To ensure Al robust security measures for closed-loop control system, the following measures are suggested:
e Ensuring data integrity and implementing stringent measures to authenticate the source and quality of data

before using it to train Al models. In this case the data authentication should be from the closed-loop system
and not floating or any other source. This includes conducting thorough checks for data source.
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e Adopting rigorous validation techniques to help identify and address inaccuracies in datasets, protecting
against data poisoning attacks that poise to skew Al decisions. Data handling practices should also prioritize
privacy and compliance with regulatory standards, requiring encryption of sensitive information and
adherence to data minimization principles [10].

e Limiting application permissions- This ensures that Al systems have only the necessary access rights to
perform their functions. It minimizes the risk of unauthorized actions and reduces the damage from
compromised Al applications or software. Least privilege technique should limit data used by Al to control
element alone.

e Frequent audits of permission settings should be embedded to help identify and address unauthorized data
penetration. Organizations need to establish a process for continuously monitoring and adjusting permissions
in line with changing requirements.

Various training data is important for developing Al systems that are fair and effective across varied scenarios and
populations. Different dataset reduces the risk of bias and errors in Al decisions, leading to fairness, and also reduces
the risk of data poisoning and dataset manipulation. This requires collecting data from a wide range of sources and
ensuring that it represents the right configuration of the system [10].

By putting to focus diversity in training data, organizations can promote the performance of Al models while reducing
the risks associated with biased outcomes. Continuous evaluation of training data for diversity assists to identify gaps
or biases that may emanates as Al systems evolve.

Continuous monitoring demands the constant surveillance of Al applications and infrastructure to uncover anomalies
and potential issues in real time. By tracking key performance indicators, data distribution shifts, and model
performance fluctuations, irregularities can easily be quickly identified that may indicate a security breach or
malfunction of the system.

Incident response supports continuous monitoring by providing a structured way to tackle security incidents. This
includes outlined procedures for isolating affected systems, analyzing the breach’s scope, and implementing
remediation strategies and measures. A quick and coordinated incident response minimizes the impact of attacks,
ensuring business continuity and protecting data integrity [10].

Practical Implication

Al inspired closed-loop control system has many benefits to harvest from if appropriate procedures and measures are
put in place by scientists, engineers and other stakeholders in developing and applying suitable technologies to its
implementation. The technology is not without challenges, that if not well applied can produce unprofitable results.
Such challenges include cyber-attacks by intruders that can manipulate Al data and intrude and impede the information
in the control system architecture. The manipulation has the potential of altering the set point or reference value with
potential risk on the performance of the system. Pressure or temperature can increase beyond the fixed value or design
limits, outputs of industrial processes will be affected and safety of both human and equipment not left out. The
potentials and benefits of adopting and application of Al to closed-loop control systems are huge. Looking at the current
and future benefits, there is need to develop robust security system to enhance its full-scale applications that will
improve performance, increase productivity and efficiency of the system. These opportunities need to be explored
progreesively to obtain its full potentials.

2. Background to the Problem

The operation of the internet system has been met with various challenges, among which include internet security. This
is growing day by day. The attacks on the internet have multiple reasons and some may not be easily defined.
Technologies are emerging on regular basis and control of the cyberspace is difficult. Technology is like air, which
occupies empty space, even with tight regulations, the cyberspace is seriously under attacks. Most technologies in recent
times are built on the internet, and others in future are expected to be so because of the ease and friendly atmosphere
provided by the internet. One of such technologies is the Artificial intelligence which is revolutionizing the world today.
Its application has been proposed for closed-loop control systems, to optimize the overall functions of the system. The
concern now is the vulnerability to attacks by intruders that can affect industrial or manufacturing processes. Imagine
an intruder manipulating the control configuration of a nuclear plant or furnace. Failure of such plants can lead to
explosion leading to loss of life and property. There is a need to address such possible attacks and come out with
measures that will enable a robust system to be built for Al inspired closed-loop control system.
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3. Al-Based Closed-Loop System

[12] have proposed an Al Based closed-loop system model. According to [12] Al is introduced into at the output from
the plant or process terminal and, data are taken to be processed and recorded. It is a link that is used to create and
train the model on Al desired objective- the input value. After which, it is compared with the desired value and signal
and sent to the control element to verify if there is a deviation from the desired value. If there exist any deviation, the
information is used for actuation proportional to the error signal. In doing so, Al assist the controller in performing
complementary function.

4. Al-Based Closed-Loop Signal Processing Path

According to [12], the signal should be conditioned in the transmission path before it is allowed entry into Al loop. Itis
a necessary and sufficient condition to enable the Al to act effectively. This condition will prevent other unnecessary
activities like modulation, demodulation, filtering and complex mathematical transformations like Fourier series or
Laplace transformation, which otherwise will make the entire process complex and increase the processing time[13].

5. Signal Path Vulnerability

The coupling of the Al unit to the control system has been proposed by [12]. With the huge advantage expected with
this technology with closed-loop control system, it is essential to navigate the loop and identify possible routes where
these attacks can emanate. From Figure 3, three points of linkage are identified (one from the controlled output, and
each from error signal and control element point respectively). Protocols should be built to prevent only one way signal
transmission from the Al unit to these three points. Cyber-security attacks on the control system unit can be easily be
done through the Al unit, since it is linked to the internet. It is through such attacks that intruders can alter Al model,
harm and distort the whole system. Once the intruders get access to the Al unit, they can thus penetrate and distort
damage and cause failure of the control system and may alter the set point. Protocols should be built to disconnect the
Al unit in such an attack to keep the integrity of the process intact. Such protocols may need an alarm and degree of
severity. Depending on the criticality of the process, the degree of severity can be categorized as low, medium and high
and help the engineer in decisions making.
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Figure 3 Proposed Al-Based Closed-Loop Signal Processing Path [12]

6. Conclusion

Cyber-attack is a serious concern to closed-Loop control system application. However, the expected benefits from Al
based control system are so huge that cyber threats should not discourage reaping these huge benefits. Prevention to
Al based control loop vulnerability can be achieved by building strong security controls and zero trust procedures to
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prevent hackers, intruders, cyber-criminals and blind-cyber wanderers from penetrating into the system either
internally or externally. With such protocols which is possible and achievable the objective of application of Al in online
closed-loop control system is practicable and will improve the efficiency of the overall system.
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