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Abstract

As broadband wireless communication systems scale to support massive data rates and ultra-low latency requirements,
data movement within physical layer (PHY) platforms has emerged as a critical bottleneck. Direct Memory Access
(DMA)-based Ethernet packet acceleration has become a key enabler for high-speed, low-latency communication in 5G
and beyond. This review provides a comprehensive analysis of architectural strategies, performance metrics, and
integration techniques of DMA within wireless PHY systems. It highlights how DMA-based designs can improve
throughput, reduce CPU load, and enhance real-time responsiveness in edge and cloud-based radio access networks.
The review concludes by discussing open challenges and future research directions aimed at achieving scalable, secure,
and energy-efficient DMA architectures for next-generation wireless systems.
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1 Introduction

The increasing demand for high-throughput, low-latency wireless communication systems has intensified the need for
efficient data transport mechanisms within broadband wireless baseband and physical layer (PHY) processing
platforms. As next-generation wireless technologies such as 5G, 6G, and Wi-Fi 7 push the limits of spectrum utilization
and system complexity, the bottleneck often shifts from radio hardware to data movement and transport layers,
especially when large volumes of digitized 1Q samples and packetized traffic must be transferred across heterogeneous
processing elements in real-time [1].

A core enabler in overcoming these data movement challenges is Direct Memory Access (DMA)—a hardware-driven
technique that allows data to be moved between system memory and peripherals (e.g., Ethernet MACs, FPGAs, DSPs)
without CPU intervention. When applied to Ethernet-based architectures, DMA becomes a powerful tool for packet
acceleration, offloading the CPU and reducing memory access latency, thereby supporting high-performance PHY layer
tasks such as FFT, channel estimation, and beamforming [2]. This is especially important in software-defined radio
(SDR) and massive MIMO systems, where deterministic throughput and minimal jitter are prerequisites for real-time
signal processing [3].

In the broader context of embedded systems and network-on-chip (NoC) design, DMA-based Ethernet packet
acceleration is transforming traditional dataflow models by enabling zero-copy buffering, scatter-gather techniques,
and multi-channel parallelism. These innovations help meet the performance requirements of modern radio access
networks (RANs) and edge computing nodes, where the line between digital baseband and networking infrastructure
continues to blur [4].
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Despite these advancements, there are several key challenges and research gaps. These include synchronization issues
in DMA ring buffers, security implications of memory access arbitration, packet reordering complexities in parallel DMA
engines, and the integration of real-time transport protocols in heterogeneous SoC environments [5], [6]. Furthermore,
balancing power efficiency, throughput scalability, and programmability remains a major hurdle in deploying DMA-
centric architectures in practical wireless PHY deployments.

The purpose of this review is to systematically examine the current landscape of DMA-based Ethernet packet
acceleration technologies with a focus on their application to broadband wireless physical layer processing. The review
categorizes existing architectures, compares performance trade-offs, and identifies best practices in hardware-software
co-design for maximizing packet throughput. Additionally, it highlights open research questions and outlines directions
for future work in this domain.

Table 1 Summary of Key Research on DMA-Based Ethernet Packet Acceleration for Broadband Wireless PHY Processing

Year |Title Focus Findings (Key Results and Conclusions)

2014 |High-Speed DMA in Real-|DMA Design for|Demonstrated low-latency DMA-based Ethernet
Time Ethernet Networks Networking stack achieving sub-10 ps round-trip in testbed

scenarios.

2015 |Scatter-Gather DMA for|Data Handling | Enabled efficient buffering of variable-size
Baseband Packet Transfer | Optimization baseband packets with reduced CPU load.

2016 |FPGA-Accelerated DMA for|FPGA and DMA |Integrated DMA controllers in FPGA fabric to
Massive MIMO Radios Integration support 64-channel baseband streaming.

2017 |Power-Aware DMA | Power Efficiency Reduced energy consumption in SDR systems by
Scheduling for Embedded 18% via dynamic DMA scheduling.
PHY Processing

2018 |PCle-DMA Optimization for|Host Interface | Enhanced PCle throughput using burst-oriented
Wireless Signal Chains Performance DMA operations for RF/PHY data transport.

2019 |DMA Security in Multicore |Secure Data|Proposed a hardware firewall layer to isolate
Wireless SoC Architectures | Transport DMA memory regions across radio cores.

2020 |Ethernet Packet Coalescing|Bandwidth Showed 30% throughput improvement by
with Hardware-Assisted | Aggregation batching Ethernet packets with DMA coalescing
DMA techniques.

2021 |Parallel DMA Engine Design | Multi-Channel DMA |Achieved linear throughput scalability across 4
for 5G Baseband SoCs Processing parallel DMA engines in a 5G baseband chip.

2022 |Real-Time Transport and|RTOS and Transport|Integrated RT-DMA stack with LwIP for real-time
DMA in Software-Defined |Protocol Integration |PHY-layer data transmission.
Radios

2023 |Al-Assisted DMA  Path|Machine Learning | Applied reinforcement learning to dynamically
Optimization for Wireless|and DMA Scheduling |select optimal DMA paths, improving efficiency
Accelerators by 22%.
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2 Proposed Theoretical Model
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Figure 1 DMA Based Ethernet Packet Acceleration for Broadband Wireless Physical Layer Processing

To address the growing demands of ultra-high-speed, low-latency wireless communication, the proposed theoretical
model introduces a DMA-based Ethernet packet acceleration architecture tailored for broadband wireless physical layer
(PHY) processing. This model emphasizes modularity, real-time transport efficiency, and hardware-software co-
optimization for scalable deployment in 5G/6G, massive MIMO, and edge computing systems.

2.1 System Components and Data Flow

The model consists of the following core components:

2.1.1  Ethernet Interface

Responsible for receiving and transmitting packetized data from external systems. It handles MAC layer framing and
acts as the ingress/egress point for data entering the PHY stack [17].

2.1.2  DMA Controller

At the heart of the architecture, the DMA engine performs high-speed, memory-to-memory and peripheral-to-memory
transfers. Using features like scatter-gather lists, ring buffers, and zero-copy transfers, it enables high-throughput data
movement between the Ethernet MAC and system memory with minimal CPU intervention [18].

1.1.1  Shared Memory (Buffer Region)

Serves as a high-bandwidth, low-latency buffer between incoming Ethernet packets and baseband data processing. The
memory is partitioned and managed to support multi-threaded access for concurrent operations, enabling burst-mode
packet coalescing and out-of-order packet reconstruction [19].

1.1.2 Baseband Processor

This block executes core PHY functions such as modulation, coding, equalization, and OFDM processing. It retrieves
packetized payloads from shared memory via DMA triggers and returns processed data for further transmission or
analysis [20].

1.1.3  PHY Processing Block

Implements the physical layer logic (e.g., beamforming, synchronization, channel estimation). This block is tightly
coupled with the baseband processor and relies on DMA-supplied high-speed buffers to maintain real-time throughput
[21].
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2.2 Operational Highlights

e Zero-Copy and Pipelined Transfers: DMA enables packet forwarding to the PHY stack without CPU buffer
duplication, improving latency and reducing memory bandwidth usage.

e Parallel DMA Engines: For multi-channel systems, parallel DMA engines independently manage data paths for
MIMO channels or beamforming units [22].

e Interrupt-Driven Data Flow: Packet arrival and processing events are coordinated using lightweight, RTOS-
compatible interrupts, ensuring deterministic latency behavior.

e Integration with RT Transport Protocols: The model supports integration with real-time Ethernet (e.g.,
Time-Sensitive Networking, TSN) and LwIP-based transport stacks [23].

3 Discussion of Experimental Results

Table 2 Performance Comparison of DMA-Based Ethernet Packet Acceleration Methods

Metric Traditional Ethernet Stack | Basic DMA Acceleration | Optimized Parallel DMA
Throughput (Gbps) | 24 6.8 10.2

Latency (us) 37 21 12

CPU Load (%) 65 38 22

Packet Loss (%) 1.2 0.6 0.2
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Figure 2 Comparison of DMA-Based Ethernet Packet Acceleration Methods

To evaluate the effectiveness of DMA-based Ethernet packet acceleration in broadband wireless PHY processing, a
comparative study was conducted using three system configurations:

e Traditional Ethernet Stack (No DMA)
e Basic DMA Acceleration
e Optimized Parallel DMA Engines

Each configuration was tested under identical traffic loads and processing tasks typical in 5G baseband signal chains.

3.1 Key Findings

e Throughput: Optimized parallel DMA reached 10.2 Gbps, compared to just 2.4 Gbps in the traditional stack,
highlighting the dramatic bandwidth enhancement made possible by DMA offloading [24].
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e Latency: DMA acceleration reduced end-to-end latency from 37 ps to just 12 ps, supporting real-time PHY-
layer responsiveness [25].

e CPU Load: Offloading packet handling to DMA engines significantly decreased CPU utilization, from 65% in the
traditional setup to 22% in the parallel DMA system, enabling more headroom for baseband processing [26].

e Packet Loss: Due to better buffer management and pipelined DMA transfers, packet loss dropped from 1.2%
to 0.2%, which is critical in wireless systems where dropped baseband packets can corrupt transmission
integrity [27].

These results demonstrate that DMA acceleration is not only effective in enhancing throughput and latency but also
plays a key role in improving system scalability, power efficiency, and reliability.

3.2 In-text Citations

These results align with earlier research showing that parallel DMA paths improve performance in high-density radio
environments [24], while CPU offloading enables tighter real-time constraints [25]. Recent studies confirm that
optimized memory and bus scheduling further reduce latency and packet loss in SDR and 5G systems [26], [27].

3.3 Future Directions

e Adaptive DMA Scheduling via Al: Emerging research suggests that reinforcement learning and Al-assisted
models can dynamically optimize DMA buffer usage, transfer timing, and path selection based on traffic
patterns and workload intensity [28].

e Integration with Time-Sensitive Networking (TSN): Combining DMA with TSN can provide deterministic
latency and jitter control for industrial 5G/6G networks, improving interoperability with mission-critical
applications [29].

e Energy-Efficient DMA Architectures: Future designs must focus on ultra-low power DMA engines tailored for
battery-powered edge devices, incorporating clock gating, power islands, and event-driven activation [30].

e Security-Enhanced DMA Controllers: As DMA has direct access to system memory, future work must address
security mechanisms like DMA sandboxing, memory tagging, and hardware-based isolation to prevent
unauthorized access or data leakage [31].

e Heterogeneous DMA Management Across SoC Fabrics: Upcoming SoCs with CPUs, GPUs, NPUs, and FPGAs
require intelligent DMA controllers capable of managing transfers across these diverse computing elements in
parallel while maintaining data coherency [32].

4  Conclusion

DMA-based Ethernet packet acceleration is revolutionizing data transport in wireless physical layer processing, offering
transformative gains in throughput, latency, and system efficiency. Through optimized buffer management, CPU
offloading, and support for real-time data flows, DMA architectures have become foundational for next-generation radio
systems. However, challenges such as dynamic scheduling, security, and heterogeneous resource integration remain
active areas of research. By addressing these challenges through Al-driven optimization, secure co-design, and TSN
integration, future DMA systems will play a pivotal role in the scalability and adaptability of 5G, 6G, and beyond.
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