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Abstract

Traditional attendance systems can be time- consuming, prone to errors, and susceptible to proxy Atten- dances, where
individuals falsely mark their presence in place of others. The” QR Code Attendance System” is a fast, efficient, and user-
friendly solution for tracking attendance through QR codes, specifically designed to address these challenges. By
leveraging web-based technology, it automates and streamlines the attendance process, significantly reducing the
likelihood of attendance manipulation. Built with HTML, CSS, and Django, the system offers a seamless, real-time
interface for marking presence. It operates within a local network environment. Key features include Automatic IP
Fetching, which retrieves the student’s IPv4 address to generate the QR code, and a Faculty Panel that enables educators
to identify and eliminate proxy attendances. This ensures that only legitimate attendance is recorded, enhancing the
accuracy of the system. Additionally, it provides a straightforward interface for ease of use, real- time tracking through
QR code scanning, and quick access for managing attendance records.
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1. Introduction

One of the most crucial things in an educational institution is Attendance. The students are required to attend their
classes regularly. Missing them will lead to a bad reputation among their peers and faculty, which will impact their
careers in a bad way. Hence taking attendance has been a mandatory procedure at the beginning and end of the day.
However, students always find a way to sneak out of the classes and get in their attendance with the help of their friends.
To tackle this issue, biometrics attendance has been introduced, where students give their fingerprints in the morning
and evening, ensuring they are not skipping college. But this regards a larger scale. On the other hand, the classes in the
day are being skipped as usual. This project aims to address this challenge and remove it, and it is all done by using QR
code technology to make sure that students are not cutting classes on a daily basis.

While the attendance system in today’s educational institutions has become a biometric system that generally records
the attendance of students at the start and end of each day, it does not ensure that they abide by classes throughout.
Loopholes do arise this way for which students can escape attending class; thereby, incomplete and unreliable records
of classroom participation that adversely affect their academic performance,
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involvement, and reputation are the results. The objective of this project is a QR code-based attendance system that is
aimed at designing and implementing a real-time attendance system for students of each class. This shall ensure that
the records are tamper-proof and accurate, invariably reducing class skipping while enhancing accountability and
transparency in monitoring the participation of students. This QR code will be user- friendly, scalable, and integrated
well into current educational systems to provide reliable data to students and faculty for further improvement in the
learning environment.

It involves a set of objectives which include; developing a QR code generation system to create unique codes for each
session to prevent misuse or duplication, providing an authentication and user-friendly interface to the faculty to let
them monitor attendance, and restricting the students from tampering with the system, integrating the QR attendance
system with the already existing biometrics system to help the faculty body to tally the student IDs and check if any
students ditched class, and maintaining data privacy and security by handling the student data carefully and storing
them in attendance logs to prevent unauthorized access and manipulating the data.

The significance of the project lies in that this will benefit the society in general, as the results may revolutionize data
sharing and utilization across various sectors. Furthermore, the synthetic data that will be developed ensures that in
case data breaches or identity theft occur, risks involved may be recovered. This project provided motivation to further
improve the accuracy and performance of Al models in fields where scarcity and quality of data are principal issues. It
will put in the spotlight much development in fields related to medical diagnostics, financial fraud detection, and
personalized Al recommendations. All this will contribute toward a bigger objective that is using Al for the betterment
of society.

2. Literature Survey

Masalha and Hirzallah [1], in their paper, the authors propose a QR code-based attendance system designed to
streamline the process of taking attendance in educational institutions. Recognizing that traditional methods are time-
consuming and prone to manipulation, the system leverages students’ smartphones to scan QR codes displayed during
class sessions. This method reduces time spent on attendance by approximately 90% and prevents unauthorized
registrations through multi-factor authentication, which includes facial recognition and geolocation data. The key
motivation behind this system is to save class time and enhance the educational process by automating attendance
while ensuring security and accuracy in tracking student presence. The proposed system integrates with existing
eLearning platforms like Moodle, making it adaptable and scalable within current educational infrastructures.

Wei et al. [2], The authors propose a QR code-based smart attendance system that integrates two Android applications
to streamline the attendance process in educational institutions. The system consists of a QR code generator app that
produces codes based on student details and an attendance app that scans the QR codes and generates reports in CSV
or XLS formats. The professors scan the QR codes to confirm student attendance, eliminating false registrations and
enhancing accuracy. The system automates attendance tracking, minimizes paperwork, and provides real-time
attendance data with weekly and monthly reports. It ensures cost- effectiveness, security, and user-friendliness while
offering a modern solution to traditional attendance methods.

El-Mawla et al. [3], The authors present a smart at- tendance system that integrates multiple identification tech-
neologies—QR code, fingerprint, and facial recognition—to streamline attendance recording in educational and
business institutions. This loT-based system, designed to address chalk- lunges exacerbated by COVID-19, ensures
accurate attendance tracking while supporting social distancing. The system offers a secure, paperless solution by
combining facial recognition and QR codes for students, and fingerprint or facial recognition for employees. The authors
emphasize that the system is adaptable, user-friendly, and provides real-time attendance data, which can be analyzed
on a weekly or monthly basis to enhance institutional efficiency.

Chimlin et al. [4]: This paper presents an automatic class- room attendance recording system using QR codes via smart-
phones. The system is divided into three modules: teacher, generate, and student. Teachers create and distribute QR
codes for each class, which students scan to record their attendance. The system improves efficiency by eliminating
manual Atten- dance tracking, offering a faster and more accurate way to record attendance. The authors evaluated the
system with both experts and users, who reported high satisfaction with its convenience and reliability. The research
demonstrates the effectiveness of using QR codes for automating attendance in educational institutions.

Abdul Rabu [5]: The author presents a student attendance tracking system using QR code cards to streamline and mod-
Ernie the process of attendance taking in higher education institutions. By utilizing Google Drive, Google Form, Google
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Sheets, and QR code generator add-ons, this system provides an efficient, secure, and cost-effective solution. Students
scan their unique QR codes with smartphones, automatically logging their attendance without manual input. The system
ensures security by preventing proxy attendance and speeds up attendance recording, particularly in large classrooms.
The QR code-based method saves valuable teaching time while offering a simple and reliable way to manage student
attendance.

Objectives

There are 5 objectives. They are listed as:

e Enhanced Security: Geolocation and IP validation ensure only present students can mark attendance, reducing
fraud

Real-Time Access: Cloud integration enables instant viewing and managing attendance data from any device.
Scalability: Supports large data volumes, making the system adaptable for any institution size.

User-Friendly: Simple interface for students and administrators.

Cost-Effective: Utilizes QR codes and existing tech to minimize hardware costs.

3. Methodology

The landscape of QR code attendance systems offers various solutions that cater to different needs and levels of
integration. The current system uses QR codes and a Web app to track attendance, saving data in a local SQLite database.
This method allows for automated attendance without needing the internet and can generate reports in CSV or XLS
formats for easy analysis. Since, the storage system is built and depended on SQLite, the conversion of raw data into
CSV/XLS has become much easier. This makes updating data, into a constant and automated process.
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Figure 1 System Architecture

4. Proposed System

The proposed system improves existing QR code attendance solutions by integrating IP address fetching and
geolocation tracking. These features validate students’ physical locations and networks when they scan QR codes,
reducing fraudulent activities like remote scanning or code sharing. In addition, the system will be integrated into the
cloud for secure, scalable data storage, enabling real-time access to attendance records. Moreover, this system focuses
on the drawbacks of the previous systems and ensures to follow through the set objectives, namely IP address tracking
to confirm that they are connected to a specific network (e.g., campus Wi-Fi), validating the students’ geolocation,
storing data in the cloud enabling secure and real-time updates, generating attendance reports based on the records
that are compiled in CSV/XLS format for analysis.
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To perform the above objectives, the system is divided into three modules. The Student Identification module,
Administration module, and Storage module.

4.1.1. Student identification module

This module concentrates on the actions to be taken by the student. It takes in the details of the student such as - Name
and Roll Number.

4.1.2. Administration module

This module is dedicated to faculty administration. It is focused on running the server, tracking the IP addresses,
marking attendance, and generating QR codes for subjects.

4.1.3. Storage module

The data collected through the marking of attendance is stored in the cloud using this module, which in turn generates
the attendance reports that are sent to faculty administration

5. Workflow

5.1.1. QR Code Generation:

The faculty of the current subject generates a QR code for that particular session.

5.1.2. Student Details:
The students scan the QR code to fill the form by entering their Name and Roll Number.

5.1.3. Data Storage:

The marked attendance is stored along with the IP address in the cloud.

5.1.4. Report Generation:

Attendance reports are generated based on the data received through the marked attendance.

6. Algorithm

Step 1: Initialize Environment

Setup the development environment with Django and other required libraries. Install dependencies like grcode and
Pillow.

Step 2: Start Server

Run the Django server locally using python manage.py runserver. Use Ngrok to expose the server for QR code redirection.

Step 3: Generate QR Code
INPUT: Subject ID provided by the teacher.

PROCESS: Create a QR code containing the attendance URL with subject details.
OUTPUT: Display the QR code for students to scan.

Step 4: Scan QR Code
INPUT: QR code scanned by the student using their mobile PROCESS: Redirect to the attendance submission page.
Step 5: Mark Attendance

INPUT: Student Details (name, subject ID, timestamp).
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PROCESS: Validation of QR code and student details. OUTPUT: Storing attendance record in the database.

Step 6: Generate Reports

Query the database for attendance data based on subject, date, or student. OUTPUT: Display reports in the admin panel
or export as CSV.

Step 7: Error Handling

Handling invalid QR codes, duplicate entries, and database errors gracefully.

This diagram below showcases the workflow of the algorithm mentioned above and makes sure that the system is
working in a perfect order.
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Figure 2 Algorithm

7. Results and Discussion

7.1. Evaluation Metrics

This section presents a detailed comparison between the performance of the proposed system and the existing
models across various critical metrics related to IP tracking and secure network management. The evaluation
focuses on key aspects such as the accuracy of IP validation, fraud detection rate, network restriction
enforcement, secure network uptime, unauthorized access prevention, and scalability in terms of network
support. By analyzing these parameters, the goal is to demonstrate the improvements in efficiency, reliability,
and security provided by the new model compared to its predecessors.

Table 1 Comparative Analysis

Metric Proposed Model | Previous Models | Improvement
Accuracy of IP Validation 87% 84% +3%
-Fraud Detection Rate 78% 76% +2%

1953



World Journal of Advanced Research and Reviews, 2025, 25(01), 1949-1955

Network Restriction Enforcement | 83% 80% +3%
Secure Network Uptime 97.5% 95% +2.5%
Unauthorized Access Prevention 90% 88% +2%
Scalability of Network Support 300 devices 250 devices +20%
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Figure 3 Evaluation Metrics

8. Conclusion

The QR Code-Based Attendance System provides a modern, efficient, and secure way to manage student attendance.
Using algorithms like Reed-Solomon Error Correction, SHA-256, AES encryption, and IP Address Tracking, it ensures
accuracy, prevents fraud, and offers real-time data access, addressing the shortcomings of traditional systems. This
project simplifies attendance management while enhancing accountability, privacy, and security for students and
faculty. Its flexibility and scalability make it adaptable to institutions of any size, ensuring it can evolve with
technological advancements. Ultimately, the system fosters a transparent and efficient academic environment, paving
the way for future digital innovations in attendance tracking.

8.1. Future Enhancements

e Time Restrictions
o Implement a feature that allows attendance marking only within a specific time frame to ensure
punctuality and prevent late submissions.

e Real-Time Alerts for Faculty
Notify faculty immediately if

o Multiple students use the same IP address to mark attendance.
o Suspicious activities such as repeated login attempts are detected.

e Automated Email/SMS Notifications
Enhance communication by

o Sending confirmation messages after attendance is marked.
o Reminding students with low attendance to improve their participation.
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o Notifying faculty about attendance irregularities or upcoming classes.

e Integration with Cloud Services
Use cloud-based storage for attendance records to provide

o Scalability for growing data.
o Enhanced accessibility across devices and locations.
o Reliable backups for disaster recovery.
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