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Abstract

Introduction of Artificial Intelligence (AI) in education provides drastic change in education system. Al can transform
teaching and learning methodologies with the help of personalized learning, refining administrative efficiency, and
improving decision making. On the other side there are many challenges which are faced that require careful
consideration This paper explores the different challenges, to integrate Al in education to take care of, efficient, and
ethical use of technology.

Keywords: Lawful; Profiling and prediction; Intelligent tutoring systems; Assessment and evaluation; Adaptive
systems and personalization.

Introduction

Al has the ability to transform the education with the help of personalized learning, organizing administrative tasks and
providing data driven decision making. It is a booming technology domain which significantly alters the landscape of
education system [1] .Al tool Chat generative pre-trained transformer (GhatGPT) ,intelligent tutoring system fascinate
many users and makes the learning process easy. For instance , [2] outline many key goals for higher education as
follows

Increasing outcomes
Expanding access
Enhancing retention
Reducing cost

Reducing time of completion despite the fact that these goals are on the verge of becoming a reality, the actual impact
of Al in education has yet to fully materialize. Since the 2020s, however, the conversation around the possibilities and
limitations of Al in education has remained relatively underdevelo ped, particularly when considering the extreme
challenges faced by least developed countries. In 2018, Europe took the global lead in establishing a strategy for Al
based on ethical principles, appropriate legal safeguards, and responsible innovation. The following year, in 2019, the
High-Level Expert Group on Al (HLEG) developed the Ethics Guidelines for Trustworthy Al (European Commission,
2019), which defined three essential components that must be met throughout an Al system’s lifecycle. According to
these guidelines, trustworthy Al should be:

o Lawful - Respecting all applicable laws and regulations.
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o Ethical - Upholding ethical principles and values.
¢ Robust - Both technically robust and resilient, while also taking into account its social environment

In light of this, this paper aims to bridge this gap by exploring various Al technologies that education systems around
the world have begun to adopt, highlighting the hurdles that still need to be overcome.

1. Literature Review

Zuboff (2019) [3]gives an excellent impression of the various sections in which Al is being utilized in higher education
and suggest which section researchers have pay attention. Author finds four major applications of Al in teaching and
learning:

Profiling and prediction

Intelligent tutoring systems
Assessment and evaluation

Adaptive systems and personalisation.

In current years, there has been renaissance in the advancement of machine intelligence, deep learning and cognitive
architectures and numerous reviewers forecast a brilliant future for Al in every parts of society [4]. For example,
Tegmark (2018) reasons that we have yet to achieve the level of ‘Artificial General Intelligence’, where the processing
capabilities of machines match the cognitive capabilities of human beings, while Bostrom (2017)[1] suggests that we
have endured an ‘Al Winter’ in which proponents of Al have suffered loss of credibility. Students now find themselves
at the forefront of a vast array of possibilities and challenges for learning and teaching in higher education. Resolution
in human Al interface and collaboration are previously accessible to help persons with impairments [5]. They can
motivate counsellors to apply them to educational contexts to create a more engaging process for both learners and
teachers. It is represented as “a amalgam of a human and a machine” [6]. Integration of human abilities with new
technologies are revolutionary in various fields including education [7]. This creates a wealth of opportunities for higher
education institutions.

the root of Al is indeed a trace back to the mid of 20th century, John McCarthy gave basic definitions of Al, that even
update researchers now: “The study of artificial intelligence is to proceed on the basis of the conjecture that every aspect
of learning or any other feature of intelligence can in principle be so precisely described that a machine can be made to
simulate it”"[8].

Al is already making a significant impact on higher education services.As Deakin University in Australia experiences
IBM’s Al supercomputer, Watson, to provide students with advice at any time of the day, all year round (Deakin
University, 2014). Experts reviewed that use of Al in education will increase by 43% between 2018 and 2022. Moreover,
the Horizon Report: 2019 Higher Education Edition [9] suggests that Al tools for teaching and learning are expected to
grow even more rapidly.

widespread research illustrates that learning is intrinsically a social process, with interaction and collaboration at its
core [10]. However, as Salmon (2000) points out, successful online collaboration demands facilitation and moderation.
Artificial Intelligence in Education (AIEd) can enhance collaborative learning by enabling adaptive group formation
based on learner models, facilitating online group interactions, and summarizing discussions. These Al-generated
summaries can support human tutors in guiding students toward achieving the goals and objectives of a course.

2. Challenges of Al

2.1. Adverse Outcomes

Integration of Al in higher education comes along with risk specifically the probability of unintended negative outcomes.
Regardless of the best efforts of the developers and users these systems provide outcomes that were not anticipated or
have adverse effects. To overcome these unfavorable results, it is important to consider some key points. The most
important is the data set on these tool relay on. Data may be redundant, outdated and inconsistent, or derived from a
subset of the population that does not match with the target student group. For instance, Al learning systems tested on
students from a specific type of college or university in California may not yield similar outcomes for students in other
regions or institutions. Likewise, systems built on data from Generation X students may not perform as effectively for
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digital-native learners. By addressing these issues, institutions can work toward minimizing the risks associated with
Al and ensuring its responsible and effective use in higher education.

2.2. Comprehensiveness

Other critical aspect is the comprehensiveness of the data. It refers that whether the data set contain information which
characterizes diverse range of students. This aspect mainly focused on facial recognition. Studies shows the use of facial
recognition by companies like Google, IBM, Microsoft, and Face++ reveal that many of these tools have been developed
using proprietary or internal datasets, often based on their own employees [11]. This lack of assortment in training data
results in considerable inconsistency in performance across demographic groups. As, facial recognition tools have
proposed almost 100% accuracy for light-skinned men, but their accuracy go down dramatically for other groups, such
as light-skinned women or individuals with darker skin tones. In one study, the tools achieved only 65% accuracy for
dark-skinned women compared to near-perfect results for light-skinned men [11].

2.3. Accuracy

Again, accuracy is the major issue. Al models are built on correlation; rather than causation. In other words they
recognize relationship and patterns not precisely elucidate why results are produced The focus of Al tools and models
is to prove less sensitive, more complex correlations and patterns. Identifying meaningful patterns from mere noise
can be challenging, which raises concerns about the reliability of Al insights.

2.4. Ethical Concerns

Privacy is the main concerns. Al models uses large amount of personal and sensitive data which showing privacy
concerns. Al tools can carry on or augment societal biases, potentially create inconvenience for certain groups of
students. That shows algorithmic bias Many Al models function as “black boxes,” making it difficult for educators to
understand how decisions are made or to hold the system accountable

3. Conclusion

Al have great potential in education but remains mostly untapped—a sleeping giant. Significant advancements in Al for
teaching and learning are unlikely to emerge directly from traditional higher education institutions. Instead, the central
debate is whether technology should replace educators through automation or act as a tool to empower both teachers
and students. While Al may drastically reduce the costs of education, we must also consider the potential human impact
of such changes.

Some countries are already utilizing the vast amount of educational data available today to create more personalized
learning experiences. However, issues like data accuracy and challenges in implementing Al effectively remain critical.
At the same time, education systems are evolving to prepare learners for the demands of an Al-driven workforce. This
focus on lifelong learning is vital as Al technologies advance at an unprecedented pace, requiring continuous updates
and redesigns of educational programs to keep them relevant.

Al fuels innovation and enhances global competitiveness, with countries striving for leadership in this rapidly changing
field. Yet, when it comes to education, there is a unique opportunity for collaboration. By sharing knowledge and
strategies, nations can collectively navigate the complexities of Al in education. To move forward, it’s essential to
encourage dialogue and embrace comprehensive approaches that balance technological progress with the broader goals
of education and humanity.
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