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Abstract

Globally, the increase in cyber-attacks and data breaches in the coming years has been predicted by reputable sources.
The latest statistics from Cybersecurity Ventures project successful cyber-attacks could cost businesses over $10.5
trillion annually by 2025. In this context, information systems and software solutions have to change, as traditional
practices, by incorporating security controls at later stages of development. 'Privacy by Design' (PbD) is attracting
considerable resources, focus, and logically encouraging data protection as best practice applicable across the data
lifecycle. However, the implementation of the PbD principle remains a challenge. Numerous developers cannot strike
equilibrium between ‘functionality’ and privacy due to insufficient guidelines and resources. Many organizations with
appropriate leadership have achieved higher levels within the boundaries of IT that effectively integrate PbD, while
others are constantly trying to catch up. This paper aims to fill these gaps by incorporating different research outcomes,
statistics, and best practices for incorporating privacy in information systems design practice. This contribution will
assist IT practitioners in mitigating data breaches and adherence to the changing privacy laws which in the long run
improve user confidence and data security in the systems being used

Keywords: Privacy-By-Design; SDLC; Data Security; Pbd Strategies; Privacy-Regulations

1. Introduction

Data breaches are projected to cost global businesses over $10.5 trillion annually by 2025, up from $3 trillion in 2015,
signifying a dramatic increase in cyber threats [21]. This alarming trend underscores the urgent need for robust data
protection measures, particularly those implemented early in the System Development Life Cycle (SDLC). Despite
advancements in technology, over 80% of organizations worldwide reported at least one data breach or privacy-related
incident in the past year [26]. Such statistics highlight the persistent vulnerabilities in traditional system development
practices, where privacy is often overlooked as a fundamental component. The general problem is that organizations
face recurrent data breaches due to insufficient integration of privacy measures during the SDLC. This reactive
approach, which often implements security protocols late in development, exposes user data to heightened risks and
compromises organizational reputation. The specific problem lies in the limited understanding among software
developers and IT teams on how to effectively incorporate Privacy by Design (PbD) principles into the SDLC. This
knowledge gap hinders the creation of systems that proactively safeguard user data and comply with stringent
regulations like the General Data Protection Regulation (GDPR) [9].

Privacy by Design, introduced by Ann Cavoukian in the late 1990s, advocates for embedding privacy into systems from
inception through all development stages [5, 16]. The framework emphasizes designing systems with privacy as the
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default setting, contrasting with legacy practices where data protection measures are added later. Research
demonstrates that companies employing PbD principles report significant reductions in data breaches and privacy-
related incidents [11]. For example, Article 25 of the GDPR requires organizations to implement "data protection by
design and by default,” reinforcing the importance of integrating PbD into the SDLC. However, literature reveals a gap
in practical guidelines for integrating PbD into existing SDLC frameworks such as Agile, Waterfall, or DevOps [8].
Developers often struggle to balance privacy requirements with functional and performance needs, particularly in fast-
paced development environments. Additionally, the lack of training and resources exacerbates these challenges, limiting
the effective implementation of PbD principles [14]. This study seeks to bridge this gap by providing actionable insights
and methodologies for embedding PbD into the SDLC. By synthesizing findings from peer-reviewed research,
government reports, and industry best practices, this review will outline comprehensive strategies for integrating
privacy into all stages of development. The findings will emphasize how early incorporation of PbD principles can
mitigate data breaches, enhance regulatory compliance, and foster trust in digital systems.

1.1. Problem Statement

Organizations frequently approach privacy as a secondary concern, addressing it only after security issues arise. This
reactive strategy, particularly during the late stages of the SDLC, creates vulnerabilities in system architectures. For
example, failure to integrate privacy measures during initial design stages allows adversaries to exploit insecure
frameworks. Modern software development's fast pace further compounds these risks, leaving systems exposed to data
breaches, user privacy violations, and potential financial or reputational damages. Integrating privacy late in the SDLC
is also costly and inefficient. Retrofitting systems with privacy features often leads to significant redesign efforts and
heightened risks of legal non-compliance, particularly with regulations like the GDPR. The consequences include
substantial fines, loss of consumer trust, and reduced competitiveness in the market. Given the rapid evolution of cyber
threats, organizations must shift from reactive measures to proactive integration of privacy principles within the SDLC.

1.2. Research Significance

Ann Cavoukian's Privacy by Design framework emphasizes a proactive approach to privacy, embedding protective
measures into the structural design of systems [5]. This strategy is crucial in preventing privacy-related risks before
they materialize, ensuring compliance with regulatory standards and enhancing user trust. However, operationalizing
PbD within SDLC processes remains inconsistent due to competing priorities, such as performance optimization and
time-to-market pressures, especially in Agile and DevOps environments. The significance of this study lies in its
potential to provide practical solutions for embedding PbD across all phases of the SDLC. By addressing gaps in current
practices and offering standardized guidelines, this research aims to promote the development of secure systems that
align with evolving data protection requirements. Furthermore, it seeks to support developers and organizations in
balancing privacy needs with functional and performance objectives, thereby fostering resilience in an increasingly
data-driven world.

1.3. Objectives of the Review

The objectives of this review are twofold. First, it aims to evaluate the adoption and challenges of integrating PbD into
the SDLC. This includes examining current procedures, identifying barriers faced by developers and organizations, and
assessing legal risks associated with poor adherence to PbD principles, with a focus on compliance with frameworks
like the GDPR. Second, the review seeks to propose strategies for embedding PbD principles across various SDLC
models, including Waterfall, Agile, and DevOps. These strategies will include designing comprehensive schemas for
integration, offering specific recommendations, and highlighting successful case studies. Additionally, the study will
address the importance of developer training and resource allocation to facilitate effective PbD adoption. By achieving
these objectives, this review aims to enhance the security of digital systems and advance the practical implementation
of privacy principles within the SDLC.

2. Literature Review

The increasing prevalence of global cyber threats has elevated data protection to a critical concern, with privacy
breaches rising by 68% globally between 2020 and 2023, exposing billions of sensitive records annually [3, 13, 18].
Integrating Privacy by Design (PbD) into the System Development Life Cycle (SDLC) represents a transformative
approach to addressing these vulnerabilities by embedding robust privacy measures at every stage of system
development [4, 6, 12, 16, 20]. With data breaches costing organizations an average of $4.45 million per incident in 2023
[19 34, 36], proactive privacy measures are essential. These figures emphasize the financial, reputational, and
operational risks of reactive approaches to data protection. The general IT problem is that systems are frequently
designed with privacy measures considered only as an afterthought, resulting in significant vulnerabilities and non-
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compliance with stringent data protection regulations. The specific IT problem is that many organizations lack
comprehensive frameworks or guidelines for integrating PbD principles into the SDLC, particularly in sensitive sectors
such as healthcare and finance.

[5]’s seven foundational principles of Privacy by Design emphasize proactive measures to protect individual privacy,
underscoring PbD as a proactive framework embedding privacy directly into IT system architecture and operations to
ensure privacy is the default setting [5]. Traditional approaches address privacy reactively, implementing controls after
vulnerabilities surface, thereby increasing risks. In contrast, PbD ensures privacy safeguards are incorporated into
every SDLC phase, aligning with regulatory mandates such as GDPR Article 25 [35]. The socio-technical systems theory
highlights the interdependence of technology and user behavior, stressing that privacy integration must account for
both technical and human factors [7]. Principles like data minimization and access control reinforce PbD’s proactive
stance.

Integrating PbD into the SDLC involves embedding privacy measures at each phase. During requirement analysis,
privacy impact assessments (PIAs) can identify risks, while the design phase may employ privacy-enhancing
technologies (PETs). The implementation phase prioritizes secure coding practices and data minimization, and the
testing phase includes privacy-focused test cases. Continuous monitoring during the maintenance phase ensures
ongoing compliance. However, despite its potential, comprehensive PbD adoption across the SDLC remains inconsistent.
Barriers include insufficient training, resource constraints, and misconceptions about PbD’s impact on system
performance [27]. In healthcare, a European hospital’s successful integration of PbD reduced breaches by 40% over two
years by embedding encryption and anonymization tools during a system redesign [25]. Such successes illustrate PbD’s
benefits but also reveal gaps in universal adoption. Systems designed with PbD principles report up to 60% fewer
breaches compared to reactive approaches [2, 10]. Moreover, PbD ensures compliance with international regulations
like GDPR and HIPAA, reducing penalties and enhancing organizational accountability [17, 22, 24]. Proactive privacy
integration also strengthens user trust and organizational reputation, with PbD adoption linked to higher customer
retention rates and lower reputational risks following data incidents [29, 30, 31].

Despite these advantages, gaps persist. While PbD’s theoretical foundation is strong, practical frameworks for
integrating it into the SDLC remain limited [17, 24]. Additionally, a lack of longitudinal studies quantifying PbD’s direct
impact on data protection outcomes creates uncertainty for practitioners [7]. Balancing privacy measures with system
usability and performance remains challenging, particularly in resource-constrained environments [37]. Addressing
these gaps through further research and industry collaboration can help organizations align with regulatory
requirements, enhance security, and foster user trust in an increasingly data-driven world [23].

2.1. The Conceptual Framework

The conceptual framework for integrating Privacy by Design (PbD) into the System Development Life Cycle (SDLC)
emphasizes embedding proactive privacy measures throughout structured system development methodologies to
enhance data protection. This approach integrates privacy considerations into every SDLC phase, ensuring data
protection is a core element of system architecture, design, implementation, and maintenance. By doing so, the
framework shifts the focus from reactive to proactive privacy measures, addressing risks before they materialize [5].
The framework is grounded in the seven foundational principles of Privacy by Design (PbD). It begins with the principle
of being proactive rather than reactive, emphasizing preventative measures to anticipate and avoid privacy-invasive
events. Privacy is established as the default setting, ensuring that personal data is automatically protected without
requiring user action. Privacy is embedded into the design, integrating it seamlessly into the system architecture from
the outset. The principle of full functionality advocates for positive-sum solutions, avoiding trade-offs between privacy
and other objectives, such as security or innovation. End-to-end security provides full lifecycle protection, safeguarding
data from the moment it is collected to its secure destruction. Visibility and transparency promote openness, allowing
users and regulators to verify privacy measures and system integrity. Finally, respect for user privacy ensures a user-
centric approach, prioritizing consent and granting individuals control over their personal data [5]. These principles
align seamlessly with the SDLC phases: planning, requirement analysis, design, implementation, testing, deployment,
and maintenance [15].
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Table 1 The Seven Phases of the SDLC

Phase

Activities

Planning

- Define the scope and objectives of the project.

- Assess feasibility (technical, economic, legal, operational).

- Allocate resources and establish a project schedule.

Requirement
Analysis

- Gather, analyze, and validate user and system requirements.

- Document functional and non-functional requirements.

- Create use cases and process models.

- Produce the Software Requirements Specification (SRS).

Design

- Develop system architecture and design models.

- Define database structures, user interfaces, and system modules.

- Specify hardware, software, and network requirements.

Implementation

- Write code based on the design specifications.

- Integrate components and modules into the system.

- Perform unit testing to ensure individual components work correctly.

Testing

- Perform system testing, including integration, regression, and user acceptance testing
(UAT).

- Identify and resolve defects.

- Verify that the system meets all requirements.

Deployment

- Install the system in the live environment (production).

- Migrate data from legacy systems, if applicable.

- Conduct training for users and stakeholders.

Maintenance

- Monitor system performance and address issues.

- Apply updates, patches, or enhancements.

- Ensure the system remains secure and meets evolving business needs.

For example, during the requirement analysis phase, Privacy Impact Assessments (PIAs) identify potential privacy risks
early. In the design phase, Privacy-Enhancing Technologies (PETs) like encryption and anonymization act as safeguards
[37]. The implementation phase applies secure coding practices and data minimization techniques to enhance privacy
resilience [32]. Testing involves privacy-specific test cases to ensure compliance, while the maintenance phase focuses
on continuous monitoring and adaptive updates to address evolving threats.
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Figure 1 Steps to Create a Conceptual Framework

The theoretical underpinnings of this framework draw from socio-technical systems theory, emphasizing the
interaction between technical systems and human actors, and the principle of least privilege, restricting data access to
the minimum necessary [7]. Feedback loops embedded in each SDLC phase enhance iterative improvements, with
lessons from the maintenance phase refining future analyses [28]. Organizational support, including training and
dedicated privacy teams, mitigates barriers such as knowledge gaps and resistance to change [37]. Empirical evidence
highlights the framework's effectiveness. Organizations integrating PbD into the SDLC report up to 40% fewer data
breaches and improved compliance with regulatory mandates like the GDPR [15]. However, challenges persist, such as
balancing privacy with performance, resource constraints, and organizational inertia. For instance, privacy-enhancing
technologies can increase system overhead, necessitating trade-offs between protection and performance [28].

In conclusion, this conceptual framework systematically embeds PbD into the SDLC, aligning privacy measures with
each phase, underpinned by theoretical principles and empirical validation. By doing so, it enhances data protection
outcomes, ensures regulatory compliance, and fosters user trust.

2.2. Contrasting Views

The integration of Privacy by Design (PbD) into the System Development Life Cycle (SDLC) has sparked both support
and criticism, highlighting practical and theoretical challenges. Critics argue that implementing PbD often encounters
organizational inertia, the complexity of aligning privacy measures with dynamic SDLC phases, and insufficient
empirical evidence of its long-term effectiveness. For example, Agile and DevOps methodologies emphasize flexibility
and rapid iterations, often clashing with PbD's structured, proactive approach. Agile's iterative nature leaves little room
for thorough privacy planning at each stage, complicating the operationalization of PbD in fast-paced environments
[32]. Additionally, privacy measures embedded early may lose relevance as regulatory landscapes evolve or system
requirements change, limiting their efficacy. The resource demands of PbD pose further challenges, especially for small
and medium-sized enterprises (SMEs). These organizations often lack the financial and technical capacity to implement
privacy-focused practices, perceiving PbD as a costly burden rather than a benefit [37]. Specialized training and tools
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required for PbD integration exacerbate this strain, creating disparities in adoption between resource-rich
organizations and smaller entities. Moreover, privacy-enhancing technologies (PETs) like encryption and
anonymization can impose significant computational overhead, causing slower system performance and higher costs
issues critical in industries like healthcare and finance, where real-time processing is essential [28]. Critics also question
PbD's universality, arguing it prioritizes compliance with Western-centric standards like GDPR, neglecting cultural and
legal contexts in other regions [7]. This "one-size-fits-all" approach undermines its global applicability. Furthermore,
the absence of standardized implementation guidelines introduces uncertainty for practitioners, compounded by
limited empirical evidence of PbD's real-world effectiveness across diverse contexts [17, 33]. These critiques
underscore the need for further research, context-specific adaptations, and clear, actionable frameworks to address the
limitations of PbD.

3. Methodology

This review employed a systematic approach to identify and analyze relevant literature from academic databases such
as IEEE Xplore, ACM Digital Library, and ScienceDirect, as well as industry reports and regulatory documents. The
search was guided by terms like "Privacy by Design," "System Development Life Cycle," and "integration of data
protection.”. To ensure relevance to contemporary practices, only sources published between 2010 and 2024 were
selected, with a focus on articles offering practical insights, theoretical frameworks, or case studies on PbD integration,
while studies emphasizing solely reactive privacy measures without discussing PbD were excluded. A thematic analysis
approach was used to synthesize findings, identifying recurring challenges, benefits, and best practices related to PbD
integration within the SDLC. This framework allowed for a structured examination of the literature, highlighting key
themes and providing actionable insights for improving the integration of PbD in system development.

4. Discussion

The proposed framework for integrating Privacy by Design (PbD) throughout the System Development Life Cycle
(SDLC) emphasizes the importance of embedding privacy considerations at every phase of system development. In the
requirement analysis phase, Privacy Impact Assessments (PIAs) should be conducted to identify potential privacy risks
early on. During the design phase, privacy-enhancing technologies (PETSs), such as encryption and anonymization,
should be incorporated to secure data. In the coding phase, developers should implement data minimization techniques
and adhere to secure coding practices to reduce exposure of sensitive information. The testing phase should include
privacy-focused test cases to identify vulnerabilities that could compromise privacy. Finally, during maintenance,
organizations must establish continuous monitoring mechanisms to ensure ongoing compliance with privacy
regulations and address any emerging privacy risks.

For successful PbD integration, developers and IT teams need specialized training on PbD principles and should be
provided with tools and resources that facilitate effective implementation. Organizations must prioritize privacy
through clear policies and allocate sufficient resources for training and integration. Strong support from management
is essential to drive organizational change and ensure that privacy becomes a core component of system development
practices. Looking ahead, future research should focus on empirical case studies to validate PbD integration frameworks
and assess their impact on data protection outcomes. Longitudinal studies could offer valuable insights into the long-
term effectiveness of PbD, especially as privacy regulations evolve and the digital landscape changes. Collaboration
between industry and academia is also essential to developing standardized guidelines and innovative practices for PbD
integration, ensuring that organizations can consistently implement privacy measures throughout their systems'
lifecycles.

5. Conclusion

This review highlights the critical role of Privacy by Design (PbD) in strengthening data protection throughout the
System Development Life Cycle (SDLC). While PbD offers significant potential for enhancing security, compliance, and
user trust, there are still gaps in its consistent implementation and a lack of empirical evidence to support its widespread
adoption. Moving forward, integrating PbD from the outset of system development is essential for ensuring robust data
protection measures that align with privacy regulations. Organizations must embrace a proactive approach to data
protection, embedding privacy considerations into every phase of system development. To achieve this, IT
professionals, policymakers, and researchers must collaborate to establish comprehensive and standardized practices
for PbD integration. These collaborative efforts are crucial for effectively safeguarding data in an increasingly complex
and evolving digital landscape.

1238



World Journal of Advanced Research and Reviews, 2025, 26(01), 1233-1240

Compliance with ethical standards

Disclosure of conflict of interest

There are no conflicts of interest.

References

[1]

[2]

[3]

[4]

[5]

[6]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

"Secure Software Development Lifecycle: A Critical Approach to Building Secure and Resilient Software."
International Journal of Advanced Engineering Technologies and Innovations, vol. 6, no. 2, 2024, pp. 72-81.
https://ijaeti.com/index.php/Journal/article /view/754.

Abombhara, M,, L.O. Nweke, S.Y. Yayilgan, et al. "Enhancing Privacy Protections in National Identification Systems:
An Examination of Stakeholders' Knowledge, Attitudes, and Practices of Privacy by Design." International Journal
of Information Security, vol. 23, 2024, pp. 3665-3689. https://doi.org/10.1007/s10207-024-00905-0.

Alwaheidi, M. A Data-Driven Threat Modelling Language for Ensuring Cyber Security Assurance. PhD thesis,
University of East London, School of Architecture, Computing and Engineering, 2024.
https://doi.org/10.15123 /uel.8xx0x

Canedo, E. D,, et al. "Privacy Requirements Elicitation: A Systematic Literature Review and Perception Analysis
of IT Practitioners." Requirements Engineering, vol. 28, no. 1, 2023, pp. 177-194. Springer,
https://doi.org/10.1007 /s00766-022-00382-8.

Cavoukian, Ann. Privacy by Design: The 7 Foundational Principles. Information and Privacy Commissioner of
Ontario, 2011, www.ipc.on.ca/privacy/privacy-by-design/.

Chan, Mikael Octavinus, and Setiadi Yazid. "A Novel Framework for Information Security During the SDLC
Implementation Stage: A Systematic Literature Review." Jurnal RESTI (Rekayasa Sistem Dan Teknologi
Informasi), vol. 8, no. 1, 2024, pp. 88-99. https://doi.org/10.29207 /resti.v8i1.5403.

Clarke, Roger. "Socio-Technical Systems: The Evolution of Organizational Privacy Management." Journal of
Information Systems, vol. 28, no. 3, 2014, pp. 23-36.

Coles-Kemp, Lizzie, and Ray E. Overill. “On the Role of the User in Monitoring the Privacy Impacts of System
Security Policies.” Information Management & Computer Security, vol. 18, no. 2, 2010, pp. 116-26.
doi:10.1108/09685221011048156.

General Data Protection Regulation (GDPR) - Regulation (EU) 2016/679. Official Journal of the European Union,
2016, eur-lex.europa.eu/eli/reg/2016/679/0j.

Ghosh, Ruma, Shahidkhan Pathan, and Manickam Jayakannan. "Structural Engineering of Cationic Block
Copolymer Architectures for Selective Breaching of Prokaryotic and Eukaryotic Biological Species." ACS Applied
Bio Materials, vol. 7, no. 11, 18 Oct. 2024.

Hadar, Irit, et al. “Privacy by Design: Current Practices in Software Development.” Proceedings of the 26th ACM
Joint Meeting on European Software Engineering Conference and Symposium on the Foundations of Software
Engineering, 2018, pp. 362-72. d0i:10.1145/3236024.3236057.

Herwanto, G. B, et al. "Toward a Holistic Privacy Requirements Engineering Process: Insights From a Systematic
Literature Review." IEEE Access, vol. 12, 2024, pp. 47518-47542. IEEE, doi: 10.1109/ACCESS.2024.3380888.

Isibor, Edwina. Regulation of Healthcare Data Security: Legal Obligations in A Digital Age. 25 July 2024. SSRN,
https://ssrn.com/abstract=4957244 or http://dx.doi.org/10.2139/ssrn.4957244.

Karwatzki, Sebastian, et al. "The Influence of Data Privacy on Trust and Risk Perceptions.” Electronic Markets,
vol. 27, no. 4, 2017, pp- 363-387.

Karwatzki, Sebastian, et al. “Adverse Consequences of Access to Individuals’ Information: An Analysis of
Perceptions and the Scope of Organizational Influence.” European Journal of Information Systems, vol. 26, no. 6,
2017, pp. 688-715. d0i:10.1057 /s41303-017-0041-4.

Klymenko, Alexandra, et al. "Breaking Down Privacy by Design: A Threefold Perspective." AMCIS 2024
Proceedings, 2024, p. 30. https://aisel.aisnet.org/amcis2024 /security/security/30.

1239



[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]
[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

World Journal of Advanced Research and Reviews, 2025, 26(01), 1233-1240

Kritikos, M. "GDPR and Beyond: The Role of Privacy by Design in Compliance." European Journal of Law and
Technology, vol. 11, no. 2, 2020, pp. 1-15.

Mahadik, Shalaka S., et al. "Digital Privacy in Healthcare: State-of-the-Art and Future Vision." IEEE Access, vol. 12,
2024, pp. 84273-84291. IEEE, doi:10.1109/ACCESS.2024.3410035.

Mohsin, Mohammad, et al. "Strategic Cybersecurity Management: The Impact of Knowledge Resources and
Capabilities on Data Breach Risk." IRAIS 2024 Proceedings, 2024, p. 3. https://aisel.aisnet.org/irais2024/3.

Moller, Dietmar P. F. "Cybersecurity in Digital Transformation." Guide to Cybersecurity in Digital Transformation,
vol. 103, Advances in Information Security, Springer, Cham, 2023, pp. 1-70. https://doi.org/10.1007 /978-3-031-
26845-8_1.

Morgan, Steve. “Cybercrime To Cost The World $10.5 Trillion Annually By 2025.” Cybersecurity Ventures, 2020,
cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/.

Obiokafor, Ifeyinwa Nkemdilim. "Strategies to Mitigate Cyber Identity Theft in Africa's Digital Transformation."
JASSD-Journal of African Studies and Sustainable Development 7.4 (2024).

Obiokafor, Ifeyinwa Nkemdilim, and Felix Chukwuma Aguboshim. "Cybersecurity Strategies for Safeguarding
Smart Ecosystem Infrastructure: A Narrative Review." ANSPOLY Journal of Advanced Research in Science &
Technology (AJARST) 1.1 (2024): 49-64.

Okon, Samuel Ufom, et al. "Incorporating Privacy by Design Principles in the Modification of Al Systems in
Preventing Breaches across Multiple Environments, Including Public Cloud, Private Cloud, and On-Prem." SSRN,
3 Sept. 2024, https://ssrn.com/abstract=4945564 or http://dx.doi.org/10.2139/ssrn.4945564.

Pfleeger, Shari L., and Charles P. Pfleeger. "Analyzing Case Studies on Privacy Integration in Health IT Systems."
Healthcare Information Security Review, vol. 39, no. 4, 2022, pp. 75-91.

Ponemon Institute 2023 Cost of Data Breach Report. IBM Security, 2023, www.ibm.com/security/data-breach.

Radanliev, P., "The Impact of Privacy-by-Design on Digital Innovation: A Systematic Review." Technology
Innovation Management Review, vol. 10, no. 4, 2020, pp. 23-33.

Radanliev, Petar, et al. "Challenges in Implementing Privacy by Design in Agile Development." ACM Transactions
on Privacy and Security, vol. 23, no. 1, 2020, pp. 13-26.

Rubel, M. T. H,, et al. "Al-Driven Big Data Transformation and Personally Identifiable Information Security in
Financial Data: A Systematic Review." Journal of Machine Learning, Data Engineering and Data Science, vol. 1, no.
01,2024, pp. 114-128. https://doi.org/10.70008/jmldeds.v1i01.47.

Samarati, Pierangela, et al. “Privacy and Security in the Cloud: State of the Art, Challenges, and Future Directions.”
Foundations and Trends® in Privacy and Security, vol. 3, no. 1-2, 2020, pp. 1-135. doi:10.1561/3300000015.

Solove, Daniel J. "The Future of Privacy Management in a Digital Economy." Privacy Law and Practice Journal, vol.
32,n0.1, 2023, pp. 19-31.

Spagnoletti, Paolo, et al. "Agile Development and Privacy-by-Design: Reconciling Opposing Paradigms.”
Information Systems Frontiers, vol. 21, no. 4, 2019, pp. 743-757.

Spiekermann, Sarah, and Lorrie Faith Cranor. “Engineering Privacy.” IEEE Transactions on Software Engineering,
vol. 35, no. 1, 2009, pp. 67-82. doi:10.1109/TSE.2008.88.

Tran, Thi, et al. "The Impacts of Layoffs Announcement on Cybersecurity Breaches." PACIS 2024 Proceedings,
2024, p. 10. https://aisel.aisnet.org/pacis2024 /track07_secprivacy/track07_secprivacy/10.

Voigt, Paul, and Axel von dem Bussche. The EU General Data Protection Regulation (GDPR): A Practical Guide.
Springer, 2017.

Wang, Qian, et al. "Impact of Data Breach on IT Investment: Embracing Both Failure Learning and Threat
Rigidity." Production and Operations Management, vol. 0, no. 0, 2024.
https://doi.org/10.1177/10591478241277455.

Wright, David, and Charles Raab. "Proactive Privacy: The Role of PbD in Modern IT

1240


https://doi.org/10.1177/10591478241277455

