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Abstract

In today’s digital world, secure data sharing is of paramount importance. This research introduces a blockchain-based
two-level QR code system, which provides an innovative solution for secure and efficient data management. The system
is structured with two key modules: a user module, allowing controlled access to data, and an admin module, ensuring
encrypted data storage and oversight. Each data entry is uniquely linked to a QR code, enabling seamless and secure
information retrieval. By leveraging blockchain technology, the system establishes a decentralized and tamper-proof
framework that enhances data transparency and mitigates security risks [1,2]. Advanced encryption techniques further
fortify the system, safeguarding sensitive information from unauthorized access and ensuring data integrity [3]. This
combination of blockchain technology and encryption creates a trustworthy and robust platform for data sharing [4].
Designed for simplicity and reliability, the system offers a user-friendly experience, setting a new benchmark for secure
and reliable data management solutions.
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1. Introduction

In the realm of modern digital communication, the need for secure and efficient data sharing has grown exponentially.
This research introduces an innovative blockchain-based two-level QR code system aimed at redefining secure data
management. The system uniquely integrates two essential modules: a user module, which facilitates controlled access
to data, and an admin module, ensuring robust encryption and efficient data oversight. A defining feature of this system
is the assignment of unique QR codes to data entries, enabling users to securely retrieve information while maintaining
data confidentiality. Leveraging blockchain technology, the system provides a decentralized and immutable framework,
significantly enhancing data transparency and security [5]. The incorporation of advanced encryption techniques
further reinforces its ability to safeguard sensitive information against breaches and unauthorized access [6]. This
research underscores the system’s capacity to combine technological innovation with user-centric design, offering a
secure, reliable, and scalable solution for addressing the challenges of modern data sharing.

Building upon this foundation, the proposed system stands out for its ability to seamlessly merge cutting-edge
technologies into a cohesive, secure, and accessible data-sharing framework. The integration of blockchain technology
ensures that every transaction within the system is immutable and transparent, fostering trust among users and
administrators [7]. Each unique QR code serves as a secure gateway to data, effectively eliminating the risks associated
with traditional data-sharing methods, such as unauthorized access or tampering [8].

* Corresponding author: J.Lalu Prasad.

Copyright © 2025 Author(s) retain the copyright of this article. This article is published under the terms of the Creative Commons Attribution Liscense 4.0.


http://creativecommons.org/licenses/by/4.0/deed.en_US
https://ijsra.net/
https://doi.org/10.30574/ijsra.2025.15.1.0933
https://crossmark.crossref.org/dialog/?doi=10.30574/ijsra.2025.15.1.0933&domain=pdf

International Journal of Science and Research Archive, 2025, 15(01), 147-154

What makes this system particularly noteworthy is its dual emphasis on usability and security. While robust encryption
techniques shield sensitive information, the user-friendly interface ensures a seamless experience for individuals and
organizations alike. From healthcare and education to business and personal data management, the system’s versatile
applications highlight its potential to address diverse needs across industries.

This research not only presents a solution to current data-sharing challenges but also lays the groundwork for future
advancements in secure and efficient data management, leveraging the strengths of both QR code technology and
blockchain innovation.

Expanding on the system's innovative capabilities, the blockchain-based two-level QR code framework effectively
bridges the gap between advanced technology and practical usability. By decentralizing data management through
blockchain, the system guarantees unparalleled security, making unauthorized tampering nearly impossible. The
unique QR code mechanism acts as a key to unlock specific data entries, ensuring that access remains personalized and
tightly controlled. This approach not only minimizes vulnerabilities but also creates an auditable trail of every
interaction, reinforcing accountability and trust.

2. Literature review

The literature on secure data sharing highlights the growing significance of integrating advanced technologies like
blockchain and QR codes for enhanced security and efficiency. Several studies emphasize blockchain's decentralized
and immutable ledger as a transformative solution to data integrity and transparency issues, effectively mitigating risks
like unauthorized access and tampering [9,10]. Research on QR code systems explores their versatility in securely
encoding and sharing information across diverse applications [11]. However, challenges such as scalability, encryption
vulnerabilities, and user accessibility remain key concerns [12]. Existing studies underline the potential of combining
blockchain with QR code technology to address these challenges, offering tamper-proof, encrypted, and user-friendly
data-sharing frameworks [13]. Moreover, advanced encryption techniques have been widely explored to further fortify
sensitive data [14]. Despite these advancements, gaps exist in implementing comprehensive systems that balance
usability, scalability, and security. This research builds upon existing studies, proposing a blockchain-based two-level
QR code system to address these limitations while setting new benchmarks in secure data management.

2.1. Existing system

In the current landscape, QR codes are widely used for storing and sharing information in a variety of applications, from
payments to product tracking. However, existing QR code-based systems often lack strong security mechanisms to
protect the data they store. Most QR code systems either store plain text or provide minimal encryption, which leaves
data vulnerable to unauthorized access or tampering [15]. Additionally, the centralized nature of these systems
increases the risk of data breaches, as all information is typically stored in a single database, making it a target for
malicious actors [16]. Furthermore, once a QR code is generated, the data can be easily accessed by anyone with the
code, unless additional encryption and authentication measures are implemented [17]. The lack of transparency and
immutability in these systems also raises concerns about data integrity. While some systems implement basic
encryption, they do not leverage blockchain technology, which offers decentralized security features and guarantees
the integrity of transactions. The existing systems also do not allow for robust user management, leaving room for
unauthorized users to gain access to sensitive information. As a result, the current QR code-based data storage and
retrieval systems are often insufficient in providing the level of security and transparency required for handling
sensitive or critical data.

2.2. Disadvantage of existing system

Lack of strong data security and encryption.

Vulnerable to unauthorized access and tampering.

Centralized systems create a single point of failure.

Limited transparency and immutability of stored data.

Insufficient user authentication and access control.

Existing systems often operate in isolation, limiting seamless data exchange across platforms.

2.3. Proposed system

The QR Code App aims to overcome the limitations of existing QR code-based systems by integrating encryption and
blockchain technology to ensure the security, integrity, and transparency of data [18]. In this system, users can securely
upload data, which is then encrypted and converted into a QR code. The encrypted data stored within the QR code is
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protected from unauthorized access, and users can only decrypt it by scanning the code with the appropriate access
credentials [19]. Blockchain technology is used to maintain a tamper-proof ledger, ensuring that data transactions are
immutable and transparent. The app supports two roles: users and administrators. Users can easily register, log in, and
manage their encrypted data. Administrators can authenticate users, monitor access, and manage user accounts through
a dedicated admin panel. By combining encryption and blockchain, the system provides secure data storage and
retrieval, reducing the risk of unauthorized access or tampering. The use of blockchain ensures transparency and
immutability of transactions, making the data exchange process secure, auditable, and trustworthy. The proposed
system addresses the security vulnerabilities of existing QR code systems, offering a more robust solution for both
personal and organizational data management.

2.4. Advantages of proposed system

Enhanced data security through encryption and blockchain technology.

Tamper-proof storage and retrieval of data.

Transparency and immutability of data transactions using blockchain.

Robust user authentication and access control.

Decentralized system reduces risk of data breaches.

Secure and reliable solution for personal and organizational data management.

2.4.1. Block diagram
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Figure 1 Block Diagram showing user roles and admin roles within the system
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3. Methodology

The methodology for the QR Code App leverages blockchain technology to ensure data integrity and security throughout
the data management process. The system is designed to store, encrypt, and retrieve data using QR codes, with a strong
emphasis on security through encryption and decentralization with blockchain. The methodology involves the following
steps:

3.1. User Registration and Authentication

Users begin by registering on the platform, where they provide their basic information, such as email, username, and a
secure password. After registration, users can log in using their credentials. The login process is secured using a multi-
factor authentication mechanism to ensure only authorized users can access the platform.

3.2. Data Encryption and QR Code Generation

Once authenticated, users can upload data to the system. The data is then encrypted using a strong encryption algorithm
such as AES (Advanced Encryption Standard). The encrypted data is transformed into a QR code that can be stored or
shared. This ensures that the data, while being transferred or stored, remains secure and can only be accessed by those
with the appropriate decryption keys.

3.3. Blockchain Integration

Blockchain technology is integrated to ensure the integrity and immutability of the stored data. Every user transaction,
such as data upload and QR code generation, is recorded on a blockchain, providing a decentralized and tamper-proof
ledger. This ensures that once data is uploaded, it cannot be altered or deleted without detection. Blockchain also
guarantees transparency, making it possible to trace the history of any data transaction.

3.4. Data Retrieval and Decryption

Users can scan the QR code to retrieve the encrypted data. Upon scanning, the system authenticates the user and allows
access to the original data by decrypting it with the correct credentials. The decryption process ensures that only
authorized users can view the data.

3.5. Admin Role Management:

The admin has a dedicated panel to manage user accounts, authenticate logins, and monitor user transactions.
Blockchain ensures that all administrative actions are securely recorded, maintaining full transparency and
accountability.

3.6. Project objectives

e Integrate Blockchain Technology

e Establish a decentralized and tamper-proof ledger to enhance data transparency and ensure data
immutability.

e Advanced Encryption Methods

Utilize cutting-edge cryptography techniques to provide robust encryption for sensitive data within QR

codes.

Two-Level QR Code Functionality

Design a dual-tier QR code mechanism to facilitate secure data sharing and controlled access.

User-Friendly Interface

Develop a seamless user experience that balances accessibility and security for both technical and non-

technical users.

Integration Across Platforms

e Ensure compatibility with various platforms to support diverse applications, from healthcare to business
environments.

e Enhanced Access Control

e Establish advanced authentication mechanisms, such as multi-factor authentication, to restrict
unauthorized data access.
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4. Output
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Figure 2 Admin login page
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Figure 3 Crop information provided by user
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Figure 4 Displaying crop details

HOME  PROVIDE CROP INFORWATION  VEWCROPDETAILS  VEWBUYERREQUEST  ACCEPT DATAINFORMATION  VIEW PAYMENT

Crop Price Details

Categery  Nuns Category : Nuts

opt Name | Alrend » Name -~ Pearuts

Figure 5 Displaying price details of crops

152



International Journal of Science and Research Archive, 2025, 15(01), 147-154

L VEWSELLERSCROP  VIEW SCANNED CRO?  VIEWREPLY  PAYMENT  LOGOUT

VIEW CROP DETAILS And ORDER

Category | Nuts Canegory : Nuts Category : Nuts

Crop Neme  Castew Crop Name : Amends Crop Name | Peanies

ppe— pp—

Figure 6 Displaying crop details and user order via secure QR

5. Conclusion

In conclusion, the proposed blockchain-based two-level QR code system represents a groundbreaking approach to
secure data sharing. By synergizing blockchain technology with advanced encryption methods, the system delivers
unparalleled security, transparency, and efficiency in data management. The two-tier QR code mechanism ensures
precision in access control while maintaining user-friendly functionality. With its decentralized framework and tamper-
proof capabilities, the system addresses critical challenges posed by conventional data-sharing methods. Furthermore,
its scalable and versatile design opens avenues for applications across industries, reinforcing its relevance in the
modern digital era. This research not only introduces a robust solution but also sets the stage for future innovations in
secure and reliable data sharing frameworks.
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